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ABSTRACT

The need for privacy has become a high priority both governments and civilians desiring protectimm
signal and data interception. Widespread use afgmal communications devices has only increasedhdérfor a level of
security on previously insecure communications hHOES (Data Encryption Standard) and AES are deéfasesymmetric
key block ciphers [1], with the main differencergthe bit length of the key (56 bit for DES).

These symmetric-key encryption schemes use the &amdor both the sender and receiver, and as @ltres
eliminate the need for the verification server remkih public keying. Symmetric keying lends itselfwork independently

of an open network and in turn a higher level afteyn interoperability.

Ever since DES [2] was phased out in 2001 anduitsessor, the Advanced Encryption Standard (alsavkras
Rijndael) took its place, various AES implementasichave been proposed both in software and hardwais paper
presents low cost and low power hardware architecfar the Advanced Encryption Standard (AES). B9, the
National Institute of Standards and Technology pted worldwide research into a replacement for D&She widely
accepted Data Encryption Standard. In this brief,present an efficient and cost-effective AES aoepssor design [3].

To minimize cost, focusing on efficiency reduce@@ll hardware complexity.

A VHDL hardware implementation [4] is also presehtatilizing a field programmable gate array (FPG&)a
prototyping platform. In this architecture, the mariority was not to increase throughput or desegarocessing time but
to balance these factors in order to minimize caAstocus on low power and cost allows for scaliffghe architecture
towards vulnerable portable communications device®nsumer and military applications such as ta&llphones, PDAs,

digital radios, pagers, and similar lower speed momication embedded systems.
KEYWORDS: Module for GPON, Security

INTRODUCTION
Motivation

Cryptography is best known as a way of keepingctirgents of a message secret. Better cryptogragtimiques
will have to be developed to protect business &etirsns. DES was one of the encryption standart, ock size 64-bits
and key size 56-bits. But these are very smallsloder performance. Next standard is 3DES with 44@ 168 bits key
size and 64-bits block size. But it also gives glowerformance.AES was developed in 2001 with 1i2&lbck size and
128,192 and 256-bits key sizes. It is Stronger dathan triple DES ,Active life of 20-30 yearso¥de full specification
& design details.In order to achieve high perforoeiand to provide the more security for data trassion in GPON

security module , AES encryption standard can leel.us
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GOAL

In this report, It presents an implementation afyMeigh speed security module for GPON on FPGA. @ine of
this dissertation is to design and implement aablst architecture for the GPON security module,aise GPONs are
attractive for cost-effective delivery of high-bavidth data directly to building, curb, and home.isThreates a strong
requirement for access network to be trustworteguse, and reliable. The performance of our desigmell suitable for
encryption applications of GPON systems. Howevety &ES with counter mode (CTR-AES) can be usedG&ON
payload encryption. In this project, we presentROBI security module using CTR-AES algorithm whistimplemented

by a 3 stage full-pipelined architecture for ared performance optimization.

LITERATURE SURVEY
Passive Optical Network

Descriptions

A passive optical network (PON) is a point-to-npidiint, fiber to the premises network architectunewhich
unpowered optical splitters utilizing Brewster'gylenprinciples are used to enable a single opfibal to serve multiple

premises, typically 32-128.

A PON consists of an optical line terminal (OLT)tla¢ service provider's central office and a nundfeptical

network units (ONUSs) near end users.

A PON configuration reduces the amount of fiber aadtral office equipment required compared witmpto

point architectures.

A passive optical network is a form of fiber-opticcess network. Downstream signals are broadcasadb
premises sharing a single fiber. Encryption is usedprevent eavesdropping. Upstream signals arebiten using

a multiple access protocol, usually time divisionltiple access (TDMA).

The basic principle of a PON network [5] is to gh&ine Central Office equipment (Optical Line Teratior
OLT) and the feeder fiber among as many end u@ipgi¢al Network Termination or ONT) as possiblehiitthe physical
and bandwidth constraints. Since this solution ireguless fiber layout in order to cover a spedciiiea, as well as less
costly optical interfaces at the CO (one opticédiiface serves the entire network), the solutidaretl enables high speed
optical connections for businesses or residentidbun scenarios that could not be served in amemical manner using

traditional point-to-point or ring architectures.

ony

Central Office

Figure 1: Basic PON Network
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STANDARDS
ITU-T G.983
* APON (ATM Passive Optical Network) : This was the fiPassive optical network
« Standard. It was used primarily for business apfibois, and was based on ATM.
« BPON (Broadband PON): It is a standard based on AP©adds support for WDM
» Dynamic and higher upstream bandwidth allocatiowl, survivability. It also created a
e Standard management interface, called OMCI, betwse®LT and ONU/ONT,
» Enabling mixed-vendor networks.
IEEE 802.3ah

EPON or GEPON (Ethernet PON): It is an IEEE/EFMdtd for using Ethernet for packet data. 802.3atoiv
part of the IEEE 802.3 standard. There are cugremibr 25 million installed EPON subscribers. Comeiagd upgrade
capability to 210G EPON will become available in @QQ&ee IEEE 802.3av, 10G-EPON).

ITU-T G.984

GPON (Gigabit PON): It is an evolution of the BPON giand [5]. It supports higher rates, enhanced sgguri
and choice of Layer 2 protocol (ATM, GEM, and Etiet). In early 2008, Verizon having installed 0880 thousand

lines by mid year. British Telecom, mobily-saudlziea Etisalat-uae, and AT&T are in advanced trials.
IEEE 802.3AV

10G-EPON(10 Gigabit Ethernet PON): It is an IEEE Task Foffor 10Ghit/s, backward compatible with
802.3ah EPON. 10GEPON will use separate wavelerfgth40G and 1G downstream. 802.3av will continaeuse a
single wavelength for both 10G and 1G upstream WIMA separation. The 802.3av task force has cateduwith the
.3av inclusion in the IEEE 802.3 standard. ComnaédG EPON equipment is expected in 2010.

SCTE |PS910

RFoG (RFoverGlass): It is an SCTE Interface PracticebcSmmittee standard in development for Point to
Multipoint (P2MP) operations that has a proposedrelength plan compatible with data PON solutioneluding
EPON,GEPON and 10G-EPON. RFoG offers an FTTH P®&ldrchitecture for MSOs without having to selectieploy
a PON technology.

NETWORK ELEMENTS

A PON takes advantage of wavelength division midimg (WDM), using one wavelength for downstream
traffic and another for upstream traffic on a sinflon-dispersion shifted fiber] (ITU-T G.652). BROEPON, GEPON,
and GPON have the same basic wavelength plan anthesl490 nanometer (nm) wavelength for downstrieafiic and

1310 nm wavelength for upstream traffic. 1550 nmegerved for optional overlay services, typicilly (analog) video.

A PON consists of a central office node, calledoatical line terminal (OLT), one or more user nqdesled
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optical network units (ONUSs) or optical networkrenals (ONTs), and the fibers and splitters betwdswm, called the
optical distribution network (ODN). ONT is an ITU{€rm, whereas ONU is an IEEE term. In Multiple @enUnits, the
ONT may be bridged to a customer premise devickimvihe individual dwelling unit using technologigsch as Ethernet
over twisted pair, G.hn (a high-speed ITU-T staddhat can operate over any existing home wiripgwer lines, phone
lines and coaxial cables) or DSL. An ONT is a dewtat terminates the PON and presents customéceeénterfaces to

the user. Some ONUs implement a separate subsarniliein provide services such as telephony, Ettettata, or video.
COMPARISON

Table 1: Comparison of Pons

B-PON GE-PON G-PON

ITU-T

Standard ITU-T G.983 IEEE 802.3ah G.984

Downstream | 54 Mmpit/s 1 Ghit/s 2.4 Ghit/s

data rate

Upstream 150 Mbit/s 1 Gbit/s 1.2 Gbit/s

data rate

Transmission Ethemnet

Format ATM Ethernet TDM
+ATM

GIGA-BIT PASSIVE OPTICAL NETWORK

Descriptions

GPON carries a two-fold promise of both higherrbaies and higher efficiency when carrying multipévices
over the PON. When initiated, the GPON was interaed complete bottom-up reconsideration of PONiGgijpns and

requirements and, as such, laid the foundatiomder solutions that are not based upon the preWRBN standard.

While much of the functionality that is not dirgctlelated to the PON is preserved, such as OAM ayess
DBA, etc., GPON is based [5] upon a completely fMeansmission Convergence (TC) layer. The FSAN leagntly
selected the proposal put forward by Flex Light ancherous additional vendors, for a frame basetbpob using GEM

for service mapping, as the next GPON protocol.
Starting with the GPON work, the following objeas/were put forward:
e Scalable framing structure for 622Mbps to 2.5Glagswell as asymmetric bit rates support.
» Exceptionally high bandwidth utilization/efficiendgr any type of service

* GPON Encapsulation Method (GEM) encapsulation gftggpe of service (both TDM and packet) into 12Sec

Periodic frames.
» High efficiency with no overhead transport of nativDM traffic required.

» Dynamic Allocation of upstream bandwidth via banditlvimaps (pointers) for each ONT.
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» GPON Encapsulation Method (GEM) is based on the BEP standard (ITU-T G.7041), with some minor
modifications to make it optimized for PON topolegli GEM provides a generic mechanism to adaptdriaéfm

higher layer client signals over a transport nekwor
e Summarizing the design choices for the GPON pradtdle following items can be mentioned:
e Frame-based, multi service (ATM, TDM, Data) transmwer PON.
e Upstream bandwidth allocation mechanism via slsiggenents through pointers.
»  Support for asymmetric line rate operation. 2.4&8/S downstream and 1.244 Gbit/s upstream rates.
* Line coding will be non-return-to-zero (NRZ) witbrambling.
* Fragmentation and concatenation of data framebdndwidth efficiency.
e Upstream burst mode preamble, including clock aatd decovery (CDR), will not be long

GPON DOWN STREAM FRAME FORMAT

P-Frame Interval P-Frame Interval
L Payload n peed Payload n+1
n n+1
T frame = 120US "Pure" ATM cells ~ TDM & Data Fragments
Section over GFP Section
N* 53 bytes
PCBd Payload |
[ s S
1 I
PSync Ident PLOAMd “:" PLend PLend Us BW Map
4 bytes 4 bytes 13 bytes by= 4 Dbytes 4dbytes N°8 bytes
| |
Coverage of this BIP | I Coverage of next BIP
| US BW Map |
N8 bytes T T —
| \_\Number of Access is vanab\’e)

Access 1 Access 2 Access N
8 bytes 8 bytes 8 bytes

AlloclD | Flags sStart SStop CRC
12bits | 12bits | 2bytes 2 bytes 1 byte
< 2
Coverage of CRC

Figure 2: GPON Down Stream Frame Format
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GPON UP STREAM FRAME FORMAT

T
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PCBd [ pcea | Payload
w Payloadn e 1
2%n byte
Upstream —
Slot Slot Slot Slot Slot
1 R 0
I US Virtual Frame TX Interval I
GFP Only Mode . i PLOAM Mode + Contigous
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it PoBU-1 rcBu-0
PLOAMu=0 PLOAMU=T PLOAMU=0
Payload=0 Payload=0 Eronteas=t
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Figure 3: Gpon Upstream Frame Format

| \/

THE ARCHITECTURE OF THE GPON SECURITY MODULE

Architecture of Security Module

The GPON security module is implemented to guamatesecure communication in Tx/Rx link of GPON [5].
Using the module, the transmission data are engorée confidentiality, integrity, and origin auttigity of each frame
sent and received by the OLT (Optical Line Termomgt/ ONT (Optical Network Termination).

Active  Shadow

key Koy Porl 10
3 Y
Sl { PortiD
Key expander Tobhe
’-‘I'.?T +F-’.:-,rf: key 4,
sy Pasudos
i > Crypw random
counter cipher bloc ~
ke 5| CTRAES Core |SEEITRCH Clebar
arres GTC
count Boourity Secunty poylead
*| Decoder Encoder
Ralayad
GTC GEM GEM
Ay ka3 YIS
payiad > Doyl | Payicod Bypaco payk 31=

Figure 4: Architecture of GPON Security Module

PORT-ID TABLE

It is implemented as 4K 12-bit registers to stdve port identifier. Only frames with the appropei@ort-ID are
encrypted by CTR-AES core.
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A port number is a way to identify a specific pregdo which an Internet or other network message ise
forwarded when it arrives at a server. For the $mainsion Control Protocol and the User Datagrantoeod, a port
number is a 16-bit integer that is put in the heaajgpended to a message unit. Some services oegses have
conventionally assigned permanent port numberssdlage known as well-known port numbers. In otteeses, a port
number is assigned temporarily (for the duratiothefrequest and its completion) from a range sigagd port numbers.

This is called an ephemeral port number.
SECURITY DECODER

It generates Crypto counter with the format: (Irfemme Count [19:0] & Intra Frame Count [15:0]) &tér Frame Count
[29:0] & Intra Frame Count [15:0]) & (Inter Frameo@nt [29:0] & Intra Frame Count [15:0]). It alsogisters 128-bit
GTC Payload for the Payload Bypass.

In digital electronics, a decoder can take the fofmra multiple-input, multiple-output logic circuihat converts coded

inputs into coded outputs, where the input and uwtutpdes are different. e.g. n-tb-Binary-coded decimal decoders.
KEY EXPANDER

It restores the initial key and generates roundsKey CTR-AES from 128-bit key input. The total hitmber of
round keys is 1408 = 128*(10+1). The shadow kewsed if the OLT require key exchange. The ONT redpoby
generating, storing and sending a new key. Whemehe key is transferred successfully to OLT, bdoth ©OLT and ONU

(Optical Network Unit) begin using the new key aggsely the same frame boundary.
CTR-AES CORE

It is the same process of AES algorithm excepttinplues which is crypto counter. The crypto couitiereases

at every 128-bit data block. 128-bit input blocks aransformed into 128-bit pseudorandom cipheckso
PAYLOAD BYPASS

It delivers the insecure payload without an auticatibn encryption. It has the same delay as eticnyptime to

synchronize with the cipher GEM payload at the autp
SECURITY ENCODER

It multiplexes the cipher GEM (G-PON Encapsulatibtethod) Payloads from Bypass GEM Payload and
Encrypted GEM Payload depending whether securitgtfan is enabled. For the authentic frames, thmaer performs
XORed 128bits Pseudorandom Cipher block with delag&M payload to generate cipher GEM payload.

The AES algorithm in GPON security module uses terumode to encrypt data . In counter mode enargipti
the forward cipher function is invoked on each deublocks, and the resulting output blocks ardustee-ORed with the
corresponding plaintext blocks to produce the aifghx blocks. The forward cipher function is usedhkioth CTR
decryption and CTR encryption. Therefore, only baedware implementation is used for both encrypéiod decryption.

The XORed operation is executed in security encbbberk.
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ARCHITECTURE IMPLEMENTATION OF CTR-AES MODULE
The Fullpipelined Architecture for Aes Algorithm

In order to achieve very high throughput, we appiyeline technique both for outer round and inremd of
AES architecture [17]. For outer round pipelinitige pipeline registers are placed between theptainstances of each
round. For the inner round pipelining, we decompioge processes SubByte, ShiftRow, MixColumn andlRdundKey

into sub-pipelined [18] stages with equivalent glela

AddRoundKey] ,

SubByte
ShiftRow
MixColurmm
AddRoundKey
| 1" ShiftRiow
". MixCalumn ShiftRow
‘. AddRoundkey WlixCalurmmn
(part 1)
* == ]
SubByte \ W
- . {
ShifiRow AddRoundiey
AddRoundKey ==
Quter round 3 stage 5 stage
pipeline sub-pipeline  sub-pipeline

Figure 5: Full Pipelined Architecture

Among round processes of AES algorithm, the SubByiese has the most delay. Therefore, the numbsutnef
stages of this block is more than that of otherspeaWe implemented two full-pipelined architectundnich have 2-stage
sub-pipeline and 5-stage sub-pipeline for eachadqmcess. Thus, the SubByte block has to be dezssopinto 2 stages
and 3 stages, respectively. We can achieve a vghythroughput when using 5-stage sub-pipelinedMg6 architecture
[19].

SUBBYTE TRANSFORMATION

In the SubByte transformation (Sbox) [20], the inps considered as an element of GY(First, the
multiplicative inverse in GF} is calculated. Then, an affine transformationro8&(2) is applied. The implementation
of a SBox can be done by a look-up table, but iiscones much resource. Nevertheless, we can imptear®@Box using
Galios Field operations . Field arithmetic GH(® used instead of GF{2to optimize area. In this architecture, the input
values is mapped to two elements of GF(Zhen, the multiplicative inverse is calculatesing GF(2) operation. Next,
the two GF(2) elements are inverse mapped to one element iR®GH(ast, the affine transformation is performed.
Although the composite field implementation of Shexvery efficient in area, it suffers from a loogtical path. To
overcome this drawback, further pipelining can Iseds By using the 2-stage pipelined architecturth whree 8-bit
registers, the critical path is broken in half. femluce more path delay, the 3-stage pipelined tethire can be also
applied
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Figure 9: Circuit of the Integration of Affine and Inverse Affine Transformations

MIX COLUMN

In MixColumn transformation, the columns of the tStare considered as polynomials over GF(28) and
multiplied modulo x4 + 1 with a fixed polynomiabc) = ‘03’ x3 + ‘01’ x2 + ‘01’ x + ‘02". In directform, the MixColumn

transformation can be expressed as

:({'02}-5 )& (03} 05, ) @5, B,
S O(IO .5, ]Q{{m S, . }+
:@ ®((02) 05, )®((03} o5, )
:{{03}'59;]@51.(: @s, & ® ({02 } . )

In our implementation, we also use substructurais@patechniques to implement an efficient hardwéoe

MixColumn transformation. To apply this techniqtle equation (1) should be rewritten in an effitieay as

'CZ{UZ}'[SGC@SI_C)@SI_E f?_r}(sq B8y, )
s = {02} o5, D5, )Ds, D5, D5, )
s, :’07’}-(5_ Ds;, ]ﬂsj (%'[s{:I Ds;. )
_5’3 :-‘Cr‘?‘llr{s,qt Ds,. )@eq {ri'[s.ﬂ f)slc)

C

C

The equation for MixColumn transformation is nowrm@ymmetrical, and we can apply substructure spdd
optimize area for hardware implementation. The {@@hstant multiplication is computed by the funetienoted by a =
xtime(b). The xtime() function can be implementedhe byte level as a left shift anda subsequentitional bitwise
XOR with {1b} if the most significant of input bytis one (b7 = 1). The xtime() block can be impletedrby 3 2-bit XOR
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gate. By using efficient architecture of xtime()daapplying XOR-sharing, the MixColumn transformatican be

implemented.

7 Loz o fbs b foo | bz [ b1 | n )

b | s | ba s b by ] o} br

1r1rv§¥\r¥w

[5:] N[ [zlzl=]afx]e]a]=]

Figure 10: (A) Efficient Implementation of Mixcolumn
Implementation of xtime() function

The total number of gate counts for MixColumn tfan®ation is 324, which includes 108 2-bit XOR gateach
XOR gate contains 3 gates).

KEY-EXPANDER

The Key Expansion routine generates a total ofdlhd keys from an initial key in 128-bit AES algbm. For
pipelined AES architecture, all round keys mustiailable at the same time. Therefore, some reseerimplemented a
key expansion routine to compute a round key, amglichte this hardware 10 times for total 10 roufitl§]. These

architectures can calculate all round keys at #éimeestime, but they consume much area.

Some other researchers has proposed key expanafercah operate in on-the-fly manner [16]. The data
encryption and the key expansion can start simettasly. Inherited from that architecture, we impéenan area-efficient
key expander which also can compute round key Htherfly manner. In order to operate synchronowsith the sub-
pipelined round process, the key expander is dividéo r sub-stages. We use 11 registers to stbreodnd keys. It is
different from the architecture of the key expansio which the author used r sets of registersr@lind keys and
temporary values for sub-pipelined stage. By thisesne, we can reduce more area than the previchgemture. The
sub-pipelined architecture for on-the-fly key exgpanwith 3 substage (r=3) since round keys arergése on the fly, the
number of sub-pipelined stages for key expansiostrbe the same with the number of encryption sabest. After r

clock cycles, a new round key is generated, sthaltound keys are available after (rxNr) +1 clog&les.
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Figure 11: Architecture of on the Fly Key Expander

SIMULATION RESULTS

Gpon Security Module Top Simulation Results

Figure 12: Waveform of Top Level GPON Security Modle

The above figure gives the top level waveform f&*@N security module. The main aim of this dissanats
providing the high performance and more securitGRON security module. For this GPON security medthe inputs
are CIk, rst, load, interframe_count[29:0], inteafre_count[15:0], gtc_payload[127:0], key[127:0]dathe output is
Cipher_gtc_payload[127:0].

SECURITY DECODER SIMULATION RESULT

Figure 13: Waveform of Security Decoder
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For Security Decoder, given input format is Inteafie Count [29:0] & Intra Frame Count [15:0] anchgmates
Crypto counter with the format: (Inter Frame Co{ff:0] & Intra Frame Count [15:0]) & (Inter Frameo@nt [29:0] &
Intra Frame Count [15:0]) & (Inter Frame Count [29& Intra Frame Count [15:0]). It also registei281bit GTC Payload
for the Payload Bypass to generate the gem_payl@&d]].

AES CORE SIMULATION RESULTS

Current Simulation |
Time: 1000 ns b
I

KN

Figure 14: Waveform of AES Core

CTR AES core, is the same process of AES algorighugept input values which is crypto counter. Thgpto
counter increases at every 128-bit data block. HiP&put blocks are transformed into 128-bit psmashdom cipher
blocks. For this AES core clk, rst, load will beedsin the key expander to control the keys. In #ag[127:0] and
data_in[127:0] which is crypto counter generatecbmir security decoder. The output of AES core is
Encrypt_data_out[127:0],encrypt_key out[127:0].

PAY LOAD BYPASS SIMULATION RESULTS

91
Current Simulation I i
Time: 1000 ns " 1000

Figure 15: Waveform of Payload Bypass

Payload bypass delivers the insecure payload withouauthentication encryption. It has the sameydels
encryption time to synchronize with the cipher GEMyload at the output. In order to provide the sataky as
encryption time for the gem_payload [127:0], clluged as the one of the input to the Payload Byddss output of the
payload bypass is delay_gem_payload[127:0].
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SECURITY ENCODER SIMULATION RESULT

1000

Figure 16: Waveform of Security Encoder

In the waveform of security encoder, inputs areugserandom_data[127:0] which is output of AES canel
delayed_gem_payload[127:0] which is coming from lpag bypass. Security encoder performs XORed 128bit
Pseudorandom Cipher block with delayed GEM paytoagknerate cipher GTC payload. The output of $gcencoder is
cipher_gtc_payload[127:0]. This is final output f8BPON transmitter.

RTL SCHEMATIC DIAGRAM

GTC_payload(127:0) cipher_GTC_payload(127:0)
interframe_count(29:0)

intraframe_count(15:0)

key(127:0)

clk

Figure 17: RTL Schematic Diagram

RTL SCHEMATIC INTERNAL DIAGRAM

Figure 18: RTL Schematic Internal Diagram

AES INTERNAL RTL
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Figure 19: AES Internal RTL
CONCLUSION AND FUTURE WORK
CONCLUSIONS

Cryptography is best known as a way of keepingctirgents of a message secret. Better cryptogragtimiques
will have to be developed to protect business #retiens. DES was one of the encryption standarih, ock size 64-bits
and key size 56-bits. But these are very smallsloder performance. Next standard is 3DES with 44@ 168 bits key
size and 64-bits block size. But it also gives slowerformance.AES was developed in 2001 with 1i8&lbck size and
128,192 and 256-bits key sizes. It is Stronger édathan triple DES ,Active life of 20-30 yearsp¥de full specification
& design details.In order to achieve high perforoeand to provide the more security for data trassion in GPON

security module , AES encryption standard is used.

FPGA implementation of the high speed GPON secunipglule using counter mode AES algorithm was déne.
new AES VLSI architecture is developed to redueedbst using a minimalist bit serial approach. Tdasign has three
main efficient features: composite field arithmedicbByte, area-efficient MixColumn, and on-the-dlyb-pipelined Key-
Expander and all the operations are integratedargomple architecture in which all the operatians concurrently done
by using the same blocks using different contrghals, which is very important develop an architextto minimize the
cost of the implementation. By using these improgenfeatures, this design has optimal area andmuanxi throughput.
This architecture can be used in many militaryustdal, and commercial applications that requinenpactness and low

cost.
FUTURE SCOPE

In this architecture we developed the encryptiotpouusing 128-bit key length. To get more sectaagmission
of data it is possible to go with 192 key, 256 keygth in which more number of rounds are to getehcrypted output
which very high secure because generally this tfp@rchitectures are used in defense applicatioisahsmit very high

secure data. And also we can implement this sgomdtdule with 5 stages, to get high through puadat
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